
                               
 

 

 

  

 

IEEE (HK) Section 

AP/MTT 

Seminar on 

 

 

 

 

 

 
 

 

 

Abstract  

Because of the inherent vulnerabilities associated with wireless data transmission, significant recent attention has focused 

on increasing communication security. While most commonly, this security is accomplished at the higher layers of the 

protocol stack, recent research has demonstrated that certain features of the radio antennas and hardware as well as the 

properties of the electromagnetic propagation can be exploited to enhance transmission security. For example, imperfections 

in the hardware of real transmitters create unique distortions in the transmitted signal, forming a “fingerprint” that can 

uniquely identify a node and allow enhanced reliability during authentication. Similarly, the key used for encryption and 

decryption of a secure message can be established by exploiting the reciprocal nature of the electromagnetic propagation 

between two radios, an approach that overcomes some of the challenges associated with traditional key establishment 

methods. This talk focuses on these physical security approaches, with particular emphasis on how the use of multiple 

antennas can enhance the effectiveness of the techniques. The performance of many of the techniques is demonstrated using 

measurements from real multi-antenna radios and channel sounding equipment. 
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